
First, if they are using Microsoft, its products come in with built-in tools.  If you go to “help and support”  and type “firewall” into the search box at 
the top left and type in “firewall”  this screen will come up.  They should make sure the firewall is turned on. 

To turn Windows on or off 
1. Open Windows Firewall.  
2. On the General tab, click one of the following:  

o        On (recommended). This is the setting that you should normally use. 
• Off (not recommended). Turning off Windows might make your computer (and your network, if you have one) more 

vulnerable to damage from viruses or unknown intruders.  

Next, they should install an antivirus program.  Folks may want to go to a site that publishes product reviews, like (http://www.cnet.com/topic-
reviews/antivirus.html  - this site lists 60 products, http://www.firewallguide.com/anti-virus.htm, or http://www.consumersearch.com/antivirus-
software for a list of the many good products available.  You can buy these antivirus products at computer stores or online and some companies 
offer freeware versions.   

At home, on the computers running Windows, I use a Microsoft product called “Windows Defender” on one 
(http://www.microsoft.com/windows/products/winfamily/defender/default.mspx), an AVG product on another 
(http://free.avg.com/download?prd=afe), and Malwarebytes (http://www.malwarebytes.org/) on a third.  My work computer runs Symantec 
(http://www.symantec.com/index.jsp).   One child has an Apple Mac and so far it hasn’t needed any anti-virus software.   

There are many other good products from companies like Macafee (http://home.mcafee.com/Store/Default.aspx?cid=11344),  

Panda (http://www.pandasecurity.com/usa/) 

Kaspersky (http://www.kaspersky.com/), 

Bitdefender, (http://www.bitdefender.com/)  

CA (http://shop.ca.com/virus/antivirus.aspx) 

Checkpoint (http://www.zonealarm.com/security/en-us/home.htm?lid=en-us),  

Sophos (http://www.sophos.com/)  

TrendMicro (http://us.trendmicro.com/us/home/).   
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Other products people use include: 

Lavasoft’s Adaware (http://download.cnet.com/Ad-Aware-Anniversary-Edition/3000-8022_4-10045910.html?part=dl-ad-
aware&subj=dl&tag=top5&cdlPid=10998841)  

Spybot Search and Destroy (http://www.safer-networking.org/index2.html).   

This is only a short list and people should  look at the review sites, or go to their computer manufacturer’s website or to a local computer store and 
ask their advice.  These are just a few of the products available and listeners may want to go to their computer manufacturer’s website or to a local 
computer store and ask their advice.   

People want to make sure they are using an up-to-date browser when they explore the internet.  I’d make sure to use one of the latest version of 
Internet Explorer - 

(http://www.microsoft.com/windows/products/winfamily/ie/worldwide.mspx)  

or Firefox  

(http://www.mozilla.com/en-US/firefox/firefox.html) 

If people want to visit one of these sites, they should be careful to use these links above, as one of the tricks cybercriminal use is to put up 
“lookalike” sites that say they are one of these products but when you click on them you actually are downloading spyware.  All of these products 
need to be updated regularly (criminals will change their ‘disguise” or signature), but they all can be set to allow automatic updating and that is 
what people should choose.  They can also be set to run automatically when you start your computer or turn it off. 

If the instructions look too complicated, ask a computer savvy friend (or your kids) to help.  Finally, many internet service providers (ISP) provide 
their customers with security services and products and listeners may want to check with their ISP for advice. 
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